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FROM BAGKPAGKS T
BANK HACKS

30 minutes. One lost backpack. A daring bank heist. Think you've got what it
takes to crack the codes and take the cash?
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THE SCENARIO.

As a member of the elite hacker group “Atomic Kitten,” you're always on the
lookout for criminal opportunities. Today is your lucky day!

A woman on your train has alighted, leaving her rucksack behind. Never one to
pass up a chance to make some money, you decide to dig around and see what
you can do with this potential goldmine. With 45 minutes until she reaches her
destination and realises her bag is missing, can you break into her bank account
and transfer some of her hard-earned cash?

Good luck—the gang is counting on you.

THE HEIST

LEARNING OUTCOMES.

e Social Media Privacy: Identify issues with privacy settings using real-life social
media accounts featured in the scenario.

e OSINT-Enabled Passwords: Understand why using personal information like
relatives’ names or birthdays as password components is poor cyber security
hygiene.

¢ Lost Devices: Translate the game’s focus on a lost device into real-world risks
related to device security.

e Password Hygiene: Recognise instances of poor password practices, such as
storing passwords in a file on the desktop.

WHAT'S IN THE BOX.

Ok, Brad Pitt... chill out, we'll tell you.

Backpack

Laptop
Cryptex

Diary

Purse with Clue Cards
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